UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM

XA BANG MAC Doc 1ap - Tw do - Hanh phiic
S6: 294 /QD-UBND Bang Mac, ngay 30 thdang 8 ndam 2025
QUYET PINH

Ban hanh Quy ché dam bzo an toan thong tin cho ngudi diung cudi
trong hoat dong irng dung Cong nghé thong tin ciia cac co quan trén
dia ban xa Bang Mac

CHU TICH UY BAN NHAN DAN XA BANG MAC

Can civ Ludt Té chire Chinh quyén dia phiong ngay 16/6/2025;

Can cu Ludt Cong nghé thong tin ngay 29/6/2006;

Can cu Ludt An toan thong tin mang ngay 19/11/2015;

Can cir Ludt An ninh mang ngay 12/6/2018;

Can cit Nghi dinh s6 64/2007/NP-CP ngay 10/4/2007 ciia Chinh phii vé img
dung cong nghé thong tin trong hoat dong cua co quan nha nuoc;

Can cir Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 ciia Chinh phii quy
dinh vé dam bdo an toan hé thong thong tin theo cdp dé;

Can cir Nghi dinh 15/2020/ND-CP ngay 03/02/2020 cua Chinh phu quy dinh
xit phat vi pham hanh chinh trong linh viec buru chinh, vién thong, tan sé vo tuyén
dién, cong nghé thong tin va giao dich dién tw; Nghi dinh 14/2022/ND-CP ngay
27/01/2022 cua Chinh phu vé viéc sira doi, bo sung mot sO diéu cua Nghi dinh
15/2020/NP-CP; va Nghi dinh 119/2020/ND-CP ngay 07/10/2020 cua Chinh phu
quy dinh xik phat vi pham hanh chinh trong hoat déng bdo chi, xudt bdn;

Can cir Nghi dinh s6 53/2022/ND-CP ngay 15/8/2022 cia Chinh phii quy
dinh chi tiét mét sé diéu ciia Ludt An ninh mang,

Can cir Théng tw s6 12/2022/TT-BTTTT ngay 12/8/2022 ciia Bé Théng tin va
Truyén théng quy dinh chi tiét va huéng din mét sé6 diéu cua Nghi dinh
85/2016/ND-CP ngay 01/7/2016 ciia Chinh phii vé viéc bao dam an toan hé thong
théng tin theo cdp do;

Can cw Nghi dinh 211/2025/ND-CP ngay 25/7/2025 cua Chinh phu quy dinh
vé hoat dong mdt ma dan sw va sua doi, bo sung mot s6 diéu cua Nghi dinh
15/2020/ND-CP dwoc sira doi, b6 sung tai Nghi dinh sé 14/2022/NP-CP;
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Can cit Quyét dinh sé 24/2021/0P-UBND ngay 18/9/2021 ciia UBND tinh
Lang Son vé Quy ché quan Iy, van hanh va sir dung Mang truyén sé liéu chuyén
diing cdp II trén dia ban tinh;

Can civ Quyét dinh s6 40/2024/0P-UBND ngay 25/10/2024 ciia UBND
tinh Lang Son vé Quy ché t6 chirc va hoat dong ciia Cong théng tin dién tiv
tinh Lang Son;

Theo dé nghi ciia Trwong Phong Van héa - Xa héi tai To trinh sé 60/TTr-
VHXH ngay 18/8/2025.

QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay 1a Quy ché dam bao an toan
thong tin cho nguoi dung cubi trong hoat dong tng dung Cong nghé thong tin ctia
céc co quan trén dia ban x4 Bang Mac.

Piéu 2. Quyét dinh c6 hiéu luc ké tir ngay ky.

Piéu 3. Chanh Vin phong HDND va UBND xi; Cac phong thuéc UBND
xa; Trung tdm phuc vu hanh chinh cong va cac td chirc, c4 nhan c6 lién quan chiu
trach nhiém thi hanh Quyét dinh nay./.

Noi nhn: CHU TICH
- S6 KHCN tinh (b/c);

- Thuong truc Bang uy (b/c);

- Thuong truc HDND x4 (b/c);

- Chu tich, cac PCT UBND x3;

- Céac phong chuyén mén UBND xa;
- TT Phuc vu HCC;

- Cong an xa;

- Cac T}'lI(‘)‘ng hoc, Tram' Y té xa;

_ Iiiir t]c; lcg:lu;: ca nhan ¢6 lién quan; Long Minh Tl‘lng
- Trang TTDT (dang tai);

- Luu: VT, VHXH bTH).
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UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM
XA BANG MAC Poc 1ap -Tw do - Hanh phic

QUY CHE
Pam bao an toan thong tin cho ngudi ding cudi trong hoat dong ing dung
Cong nghé thong tin ciia cic co quan trén dia ban xa Bang Mac
(Ban hanh kém theo Quyét dinh sé 294/0P-UBND ngay 30/8/2025
cua Chu tich UBND xa Bdng Mac)

Chuong 1.
QUY DINH CHUNG

Pi¢u 1. Pham vi va do6i twong ap dung

- Quy ché nay quy dinh trach nhiém va nghia vu cua can bd, cong chirc, vién
chtrc, ngudi lao dong (goi chung 14 nguoi dung cudi) khi st dung hé théng cong
ngh¢ thong tin tai UBND xa.

- Ap dung dbi véi cac t6 chirc, ca nhan c6 tai khoan truy cép, st dung may
tinh, thiét bi dau cudi va hé théng thong tin cia UBND xA.

Piéu 2. Nguyén tic chung

- Nguoi dung cudi phai bao dam an toan théng tin trong sudt qua trinh str
dung. Moi hanh vi gdy mat an toan, ro ri dit liéu, vi pham phap luat vé an toan
thong tin déu bi nghiém cam.

Piéu 3. Giai thich tir ngir

- “VPN” 1a viét tat ciia Virtual Private Network - Mang riéng 0. VPN tao ra
mot “duong ham bao mat” trén Internet gifra thiét bi cua ban (may tinh, dién thoai)
va may chu VPN. Khi do, toan by dir liéu ban giri va nhén s€ dugc ma hoa.

- “.docx”: Binh dang van ban ctia Microsoft Word (ttr phi€n ban 2007 tré di).

- “.pdf”’: Binh dang Portable Document Format cua Adobe (thuong dung cho
quyét dinh, cong van di ky sd).

- “.0dt”: Pinh dang vin ban cua LibreOffice/OpenOffice - bd phan mém ma
ngudn mo.

- “.exe”: File thuc thi trén Windows (c6 thé cai phan mém).

- “.bat”: File chay 1énh tu dong.
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Chuwong II.
TRACH NHIEM VA NGHIA VU NGUOI DUNG CUOI

Diéu 4. Bao mit tai khoan va mat khiu
- Khong chia sé tai khoan, mat khau cho nguoi khac.

- Pit mat khau manh (téi thiéu 8 ky tu, g(‘A)m chir hoa, chir thuong, sb va ky
tu dac biét).

- Thay d6i mat khau ngay khi c6 nghi ngo bi 16.
Piéu 5. Quan ly thiét bi dau cudi
- Chi str dung may tinh, dién thoai, USB do co quan cép hoac dugc phé duyét.

- Khong tu ¥ cai dat/gd bo phan mém khi chua c6 sy dong ¥ ctia co quan
chuyén trach CNTT.

- Bat ché d6 cap nhat ty dong cho hé diéu hanh va tng dung.

- Ludn bat phan mém chéng ma doc va khong tat tinh ning bao vé.
Piéu 6. An toan khi sir dung Internet va email

- Chi truy cap cac website co6 chiing chi bao mat (https://).

- Vin ban dién tr giri ra ngoai phai tudn thu dinh dang chuan: .docx, .pdf,
.odt, .txt; tuyét d6i khong gui file thyc thi (.exe, .bat...).

Pi¢u 7. Quan ly va bio mit dir liéu

- Khong tir ¥ sao chép, phét tan dit liéu nhay cam ra ngoai hé thong.

- Céc van ban chi dao diéu hanh duogc chia sé cong khai trén Trang thong tin
dién tir; tai li¢u ndi bo cia UBND xa chi dugc chia sé trong ndi b, khong chia sé
ra ngoai; dit lidu ca nhan cua cong dan phai dugc bao mat tuyét di.

- Sao luu dit liu cong viéc theo huéng dan ciia Cuc An ninh mang va phong,
chdng toi pham sir dung cong nghé cao (A05) - B Cong an.

Picu 8. Nhén dién va ing pho sw ¢6 an toan thong tin

- Khi phat hién thiét bi hoat dong bat thuong (chdm, mat dir liéu, canh bao
virus), phai bio ngay cho Phong Vin hoa - Xa hoi dé kip thoi béo cdo co quan
chuyén trach.

- Nghiém cAm tir ¥ xtr Iy hodc cai dit phan mém khong rd ngudn gdc dé “diét
virus”.

- Thyc hién déing quy trinh tmg ctru sy ¢b theo quy dinh tai quy ché nay.
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Diéu 9. Dao tao va nang cao nhan thirc

- Can b, cong chirc UBND xa phai tham gia day du cac 16p tap huin vé an
toan thong tin do UBND x4 hodc cap trén t6 chuc.

- Thudng xuyén cap nhat kién thirc an toan thong tin (nhan dién phishing, k¥
nang quan ly mat khau, bao vé dix liéu ca nhan).

Chwong III.
TO CHUC THUC HIEN

Pié¢u 10. Trach nhiém thue hién

- Ngudi dung cudi chiu trach nhiém truc tiép vé an toan thong tin trong pham
vi thiét bi va tai khoan dugc giao.

- Phong Vian hoa - X4 hoi 1a dau mdi phéi hop véi co quan chuyén trach vé
an toan thong tin khi cé sy ¢d, dong thoi tuyén truyén, huéng dan can bd, cong
chtrc, vién chure thyc hién dam bao an toan thong tin.

- Céc vi pham s¢€ bi xtr Iy theo quy dinh cua phap luat va ndi quy co quan.

Piéu 11. Hiéu lue thi hanh

- Quy ché nay c6 hiéu luc ké tir ngay ky.

- Puoc ra soat, bd sung dinh ky 02 nam/lan hodc khi c6 thay d6i chinh séach,
phép luat vé an toan thong tin.

- Trong qua trinh thyc hién néu c6 vudng méc, cac don vi phan anh kip thoi
vé Phong Vin hoa - X4 hoi dé tong hop, bao cao UBND xi xem xét, diéu chinh,
bd sung./.
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